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Abstract: The neural network approach has been commonly used in computer vision tasks. However, adversarial
examples are able to make a neural network generate a false prediction. Adversarial training has been shown to be an
effective approach to defend against the impact of adversarial examples. Nevertheless, it requires high computing

power and long training time thus limiting its application scenarios. An adversarial examples defense method based
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on knowledge distillation was proposed, reusing the defense experience from the large datasets to new classification
tasks. During distillation, teacher model has the same structure as student model and the feature map vector was used to
transfer experience, and clean samples were used for training. Multi-dimensional feature maps were utilized to enhance
the semantic information. Furthermore, an attention mechanism based on feature map was proposed, which boosted the
effect of distillation by assigning weights to features according to their importance. Experiments were conducted over
cifar100 and cifarl0 open-source dataset. And various white-box attack algorithms such as FGSM (fast gradient sign
method), PGD (project gradient descent) and C&W (Carlini-Wagner attack) were applied to test the experimental results.
The accuracy of the proposed method on Cifarl0 clean samples exceeds that of adversarial training and is close to the
accuracy of the model trained on clean samples. Under the PGD attack of L2 distance, the efficiency of the proposed
method is close to that of adversarial training, which is significantly higher than that of normal training. Moreover, the
proposed method is a light-weight adversarial defense method with low learning cost. The computing power requirement is
far less than that of adversarial training even if optimization schemes such as attention mechanism and
multi-dimensional feature map are added. Knowledge distillation can learn the decision-making experience of
normal samples and extract robust features as a neural network learning scheme. It uses a small amount of data to
generate accurate and robust models, improves generalization, and reduces the cost of adversarial training.

Keywords: deep learning, adversarial examples defense, knowledge distillation, multi-dimensional feature maps
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Figure 1 Mechanism of class activation mapping
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Figure 5 Process of obtaining weight for teacher features
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(26)
ZEIB I soft target FKiLTL A
Lkd = ad (Zteacheerm (y)’ Zstudem ) (27)
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L(x’ y) = Lce ta- d(lteacherM(y)3 Zstudent) (28)
Z cacher > Lstudent ygﬁx#%?ﬁﬁi, M(}’) %]X‘]L
IRFAETE AL, o A 430 TE U5 2K 1 8 2 4
3 KENRITFGE RS
3 FRAHLE
ARSI N 2k S MAR IR B A Centos 7.7
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DDR4 ECC REG 2666, GPU 4 NVIDIA Tesla
V100,

ACAFH Cifar100 A1 Cifarl0 FiHREE3E4T4L
FReoR, B RS A 32%320 ZIiM4{E Cifar100
Bn e EUEAT RPN SR, SRICE AL, ST
SE T W 25 250, A Cifar10 I ZREE AT 280811
o, AEZFEE I IIT AR

TRIIZRB B, A SCAE IS N3y & (momentum)
(1 SGD*159%:, momentum 4 0.9, weight_decay
H4 2x10™ o XHUEAAE L, 1) PGD Brai$iik

R %)tiJJWEJEe:%, IR —

255"
AR step=T7
HITRZE TR B, 50T Do) 2455 R 27 £ ) 4% 350 3 Y
wide-resnet28", 24 [ 4% ({147 4 2 K 5 BOT {745
—E, SRINRZEE SR, 7E5EHK 15 4> epoch VI £
i, WREE BIURIEAAE E, 27 A I 4% BR A% It
FIR S BLZS I EE mask A0k 2518 U1 25 Ay 461
S H a =10, BERILEIZRER (1 HER 2 R4 2% i
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(b) BiF %
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Figure 6 Accuracy and loss curve on knowledge distillation
with frequency
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EREPERR ;5 =415 B Shafahi™ ) TAE, FILL
P 28R . 3 A IEER VIR S5 24 R N 45 AH
[A], MIARLR IR 2 1

3.2 EEMR

ASAFH Cifarl0 WHRSELERRL FIHERR,
VB 0y FI W e PR SRR 2 SRR A o AR AT
A2 EUER Rk E, Ul 2 ) B SR
GRS A R . ASEIAE I H N
FGSM. PGD. C&W %5 Z Bl Br otk B AR 4 -

Jirh, FGSM %k?ﬁiﬁfﬂ%f}%e:%o PGD il
VUL, . L, BRSO, PGD- L, Sk
Fe=1, PGD-L, E%ﬁ%jtiﬂ¢5f§e=2i55, St

H ? . C&W T T Madry! M th 1 AC T 2,

PahiEE S PGD- L, #ilF]. PGD fl C&W Hitiill
R 5. 104 201X 3 PR B R .

Shifahil®* 7 18 R i P 2 78 40 4 F1 68 2
a =500 « FUREHER AR, NG FFES
2, M o =10 BATIAR. 2 5 AT ks 2
BRHEZH a MM . 75 Cifarl0 | RAER %
= 1~F 4 PR,

TR AT FGSM MitifE Cifarl0 b R vERf
REEWIER 1 PR, FHRHEEE, 18 XEEE
=EE, WEMSESHEERE, SERE TR
I FGSM T #ERf 264G BT T B o A A 22 21 mask
BEAT R thl Al R AIE , 28 1ot R o AT 1,
YERf 2 35 0] W AR T o AU AR 2/ Shafahi (1) TAE[F]
FEF R, FGSM Ml FUERIR T 46.13%42 &1 2
61.30%. AICIJ7E CRAI+mask YIZ5) 7E
T REA R A TP ZR, ik F)
94.23%.

1 TFHFEAT FGSM M 7E Cifar10 EAERER

Table 1 Accuracy of the clean and FGSM
attack on Cifar10

U EyiEy EAG/ TR S FREA FGSM
EH ISR Cifar10 94.77% 7.1%
MIE/NIIES S Cifar10 87.42% 58.04%
Shafahi #4154 Cifar100—Cifar10 92.93% 46.13%
R 251 Cifar100—Cifar10 85.67% 40.02%
AU AL Cifar100—Cifar10 87.81% 40.56%
Shafahi+mask Cifar100—Cifar10 94.79% 61.30%
HEAE B +mask Cifar100—Cifar10 94.17% 62.44%
itk +mask Cifar100—Cifar10 94.23% 63.57%
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BRSEIRAGE: e 2 HRRp G A RS TR R R AR A7 1% <97 -

% 2 PGD-L W A7E Cifar10 LHERE
Table 2 Accuracy of the PGD-L; attack on Cifar10

BV el PGD-5 PGD-10 PGD-20
IEH ISR Cifar10 0.01% 0 0
PaETIEZ 3 Cifar10 4557% 31.06% 24.95%
Shafahi 781  Cifarl00—Cifarl0  13.15%  4.7%  2.35%
FHIEREZEM  Cifarl00—Cifarl0  33.27% 18.26% 12.91%
PR AN Cifarl00—Cifarl0  27.27% 13.07%  8.39%
Shafahi+mask  Cifar100—Cifarl0  29.44% 17.71% 13.32%

FFEE+mask  Cifar100—Cifar10 37.41% 28.63%  23.49%

Silf+mask  Cifar100—Cifar10 39.94% 30.44% 25.14%

%3 PGD-L.JHE X Cifar10 LHERE
Table 3 Accuracy of the PGD-L., attack on Cifar10

N LTS PGD-5 PGD-10 PGD-20
EH ISR Cifar10 0.01% 0 0
PaEIwII 7S Cifar10 57.76% 49.31% 47.38%

Shafahi 781  Cifarl00—Cifarl0  11.63% 4.78%  2.61%

FHIERIZME  Cifarl00—Cifarl0  35.95%  26.15%  23.93%
B AENR Cifar100—Cifarl0  30.49% 20.26% 17.46%
Shafahi+mask Cifar100—Cifarl0 25.95% 15.89% 12.25%

FFfEE+mask  Cifar100—Cifar10 34.56% 26.17% 21.87%

Silk+mask  Cifar100—Cifar10 37.09% 27.82% 23.33%

Fz4 COW WEHHEZET Cifar10 LHIEME
Table 4 Accuracy of the C&W attack on Cifar10

U EviEy Hidi sk CW-5 CW-10 CW-20
EH &5 Cifar10 0.015% 0 0
POETRIIEZS Cifar10 53.84% 46.54% 45.27%

Shafahi %1%  Cifarl00—Cifarl0  8.71%  327%  1.77%
REAE 251

B

Cifar100—Cifar10  32.85% 24% 22.46%

Cifarl00—Cifarl0  27.35% 17.98% 16.15%
Shafahi+mask Cifarl00—Cifarl0 20.93% 13.19% 9.83%
FFEEl+mask Cifar100—Cifarl0 28.44% 20.39%  16.64%

Hilf+mask  Cifar100—Cifar10 32.17% 23.44% 19.66%

ASZGISE T Cifarl0 78 PGD BUilifil C&W I
o FOUERR, 45 B2 2~3 4 R 8T FGSM
Kiti, PGD Ml C&W Hilinim g vy, Homis SLIRL
RN . REFIE AR RED A A R A
7%, {E PGD-L, NASSCI st 0l 2,
BB T 25.14%, XHIZRA 24.95%.

A, ASCLL PGD-Lo, k], Wik mde s
PR PISRRER, G537 . Bl 100 K

(AR e, AU 2% TR RIR i P 28 TR A TH AT A i
(bt

—o= WG =S
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Figure 7 The relationship between epoch of PGD-L, attack and accuracy
3.3 BIORFER
AR FIEAE Cifarl0 AR HEAT EE
X, E 5 FR. ASCZEMRFEIT Y5 Shafahi 281,
PR ER NG, /N TREINGRERT . XM
P 7 HEISAN L T Shafahi TAE, PR B3
P, SOEOREUIK.
£ 5 T RIEATE Cifar10 RIFERTER

Table 5 Time-consuming for Different
Algorithms on Cifar10

EviEy Hm e FEr
IEH ISR Cifar10 19min
XTI Cifar10 5.5h
Shafahi 7£1% Cifar100—Cifar10 24min
IR 251 Cifar100—Cifar10 29min
PRI AN Cifar100—Cifar10 27min
Shafahi+mask Cifar100—Cifar10 29min
HFAE P +mask Cifar100—Cifar10 35min
Fibl+mask Cifar100—Cifar10 33min

BRI, ASCE R 2 4ERE R E R 5L
mask FEATACAL, HGORBTHEIZR . AHLE Shafahi [
ARG AN BT, BIMELE 2 AT PGD 2K
i, BAUKIHIAE REFHIPIEE ) . BIETHE
FEI AR, #0125
3.4 HERSCLG

H T EHIE S o AR, RSO I
AT RS o EECTH A A . FGSM. PGD-L,,
X3 R B MR A R o 2SR,
* 6~k 8 Jiur.
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% 6 Shafahi+mask T & 7 Cifar10 LR ZOERRE
Table 6 Accuracy based on « with shafahi
used mask on Cifar10

WE o Clean FGSM PGD-5 PGD-10 PGD-20
5%107" 94.65%  28.31% 0.55% 0.02% 0

5 94.80%  38.39% 2.15% 0.17% 0.05%
50%10" 94.95%  52.78% 9.21% 2.61% 1.00%
510 94.79% 61.3% 25.95% 15.89% 12.25%
5%10° 93.99%  5828%  27.41% 17.54% 13.22%

RT7 Y5EE+mask EF A [E @ 7£ Cifar10 LRIS FERER
Table 7 Accuracy based on a with feature map
used mask on Cifar10

BE a Clean FGSM  PGD-5

PGD-10  PGD-20

5%107" 94.63%  33.29% 0.89% 0.05% 0.01%

5 95.12%  4531% 3.38% 0.44% 0.09%
5%10" 94.79%  58.92% 15.71% 6.21% 3.37%
5x10? 94.17%  62.44%  34.56%  26.17%  21.87%
5x10° 91.67%  54.38%  29.78% 19.03% 13.32%

#8 Sfgi+mask T RE a 7 Cifar10 LRI KRR
Table 8 Accuracy based on « with frequency
used mask on Cifar10

BE o Clean FGSM  PGD-5

PGD-10 PGD-20

0.01 94.75%  43.68% 1.73% 0.12% 0.02%

0.1 95.03%  51.42%  7.87% 1.78% 0.43%
1 95.05%  62.78%  27.53% 17.40% 13.36%
10 94.23%  63.57% 37.09%  27.82% 23.33%
20 93.20%  57.47% 33.34%  28.40% 25.92%
30 87.89%  42.49%  19.55% 15.11% 11.96%

o I3 KA B T 728 MR OGTE soft target, flRLR
SERATEMENE, AN S B R, (H
S PEARAE T AEA ERIHERA R . BT Tk
SHBUERE L, ANER A T R .
W2, ASCERIEAE FBEZ M a =10, H
AR NS a =5x107" .

4 ZERIE

AR — P T R AR AR R O R
ABATTE AR R AT 55 T 22 50 R I 1) il
SEPRIREE AR VR . — Ty, A 2 YRR RS
L], SRECRE 22 (RIS R, M 7R
RORs U5, A BCE R EO R k)= 2 404
FLEERCEE, AR A . 25,

SRR TR R A S . AR SCEVEAE R
FER ARGl N, HER 23 B35 5 T Shafahi ()78
W7, TET R ErHER R EE 2 el
Sk, PELATY BN ZRHER %

AL ] LAEAR 2 07 M EAT 5835 o 25—,
A DLIAATE 5 KB 4E 4 ImageNet 7 (i LS
ORI, HATDOR FH B E R IR AT 250,
ZJa W U RN Z R R 2B =, B NAE
AN B A TR R A E A AUE mask, RJ A GO0
FAEZ 1 mask fEEH L.
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